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Name. Default Microsoft Customized  Severity  Path

Windows Firewall: Public: Apply local connection security rules. Yes Yes Yes Critical  Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se
Windows Firewal: Private: Firewall state on On (recommende: On (recommende: Critical  Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se
Windows Firewall: Domain: Apply local connection security rules Yes Ves (default) Vs (default)  Critical  Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se

MSS: (Hidden) Hide Computer From the Browse Lst(not recommended except for highly se Not Defined  NotDefined ot Defined  Optional ~ Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options.

A Password Attributes 8 Setting(s)

Interactive logon: Prompt user o change password before expiration 14days 14 day(s) 14 dayts) Crifical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network security: Do not store LAN Manager hash value on next password change Enabled Enabled Enabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Network access: Do not llow storage of passwords and credential for network authenticat Disabled NotDefined  NotDefined  Crtial  Computer Configuration\Windows Settings\Securit Settings\Local Policies\Security Options
Domain controller: Refuse machine account password changes NotDefined  NotDefined  NotDefined  Critcal  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Accounts: imit local account use of blank passwords to console logon only. Enabled Enabled Enabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Microsoft network client: Send unencrypted password to third-party SMB servers Disabled Disabled Disabled Crifical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Domain member: Disable machine account password changes Disabled Disabled Disabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Domain member: Maximum machine account password age 30days 30dayts) 30dayts) Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options

~ Protocol Configuration 50 Setting(s)

Network access: Restrict anonymous access to Named Pipes and Shares NotDefied  Enabled Enabled Important Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Network access: Allow anonymous SID/Name translation Disabled Disabled Disabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Network Security: Allow PKU2U authentication requests to this computer to use online iden' Notdefined  NotDefined  Not Defined  Important Computer Configuration\Windows Settings\Security Settings\Local PolciesSecurity Options.
Network security: Minimum session security for NTLM SSP based (including secure RPC) clie No minimum  Require NTLM2 : Require NTLMy2 s Criical  Computer Configuration\Windows Settings\Security Settings\Local PolcieSecurity Options.
Network Security: Restrict NTLM: Audit NTLM authentication in this domain Notdefined  NotDefined  NotDefined  Critcal  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Microsoft network server: Digitalysign communications (abways) Disabled Enabled Enabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Network access: Do not allow anonymous enumeration of SAM accounts Enabled Enabled Enabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Network access: Let Everyone permissions apply to anonymous users Disabled Disabled Disabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Network security: Do not store LAN Manager hash value on next password change Enabled Enabled Enabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Network Security: Configure encryption types allowed for Kerberos Notdefined  NotDefined  NotDefined Important Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
MSS: (DisablelPSourceRouting) P source routing protection level (protects against packet s Not Defined  Highest protectio Highest protector Important. Computer Configuration\Windows Settings\Security Settings\Local PolcieSecurity Options.
Domain controller: LDAP server signing requirements Notdefined  NotDefined  NotDefined  Critcal  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
MSS: (DisablelPSourceRouting IPV6) IP source routing protection level (protects against pach Not Defined  Highest protectio Highest protector Important. Computer Configuration\Windows Settings\Security Settings\Local PolcieSecurity Options.
Network security: Allow Local System to use computer identity for NTLM Notdefined  NotDefined  NotDefined  Important Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Netuwork security: Minimum session security for NTLM SSP based (including secure RPC) sen No minimum  Require NTLM2 : Require NTLMy2 s Criical  Computer Configuration\Windows Settings\Security Settings\Local PolcieSecurity Options.
Network access: Do not allow anonymous enumeration of SAM accounts and shares  Disabled Enabled Enabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Domain member: Digitally sign secure channel data (when possible) Enabled Enabled Enabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Network security:LDAP client signing requirements Negotiate signing Negotiate signing Negotiae signing Critcal  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Microsot network cient: Digitaly sign communications (ahiays) Disabled Enabled Enabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Domain member: Digitlly encrypt orsign secure channel data (abways) Enabled Enabled Enabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Microsoft network server: Digitalysign communications (f clent agrees) Disabled Enabled Enabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Domain member: Digitally encrypt secure channel data (when possible) Enabled Enabled Enabled Crifical  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options

MSS: (TepMaxDataRetransmissions) How many times unacknowledged data is retransmittec 5 NotDefined ~ NotDefined  Important Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options.
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MSS: (EnablelCMPRedirect) Allow ICMP redirects to override OSPF generated routes Enabled NotDefined  NotDefined  Optional Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network security: Allow LocalSystem NULL session fallback NotDefined ~ NotDefined  NotDefined  Important Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network Security: Restrict NTLM: Add server exceptions in this domain Notdefined  NotDefined  NotDefined  Criial  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network access: Remotely accessible registry paths and sub-paths System\CurrentCe System\CurrentCc System\CurrentCe Important Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network Security: Restrict NTLM: NTLM authentication in this domain Notdefined  NotDefined  NotDefined  Criial  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Microsoft netwrk client: Send unencrypted password to third-party SMB servers Disabled Disabled Disabled Critical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Microsoft netwrk client: Digitally sign communications (i server agrees) Enabled Enabled Enabled Critical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
MSS: (TepMaxDataRetransmissions IPv6) How many times unacknowledged data i retransm 5 NotDefined  NotDefined  Important Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network Security: Restrict NTLM: Incoming NTLM traffic. Notdefined  NotDefined  NotDefined  Criial  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network access: Shares that can be accessed anonymously None Important Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Microsoft netwrk server: Server SPN target name validation level off NotDefined  NotDefined  Critical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network Security: Restrict NTLM: Outgoing NTLM trafic to remote servers Notdefined  NotDefined  NotDefined  Criial  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network access: Remotely accessible registry paths System\CurrentCe System\CurrentCc System\CurrentCe Important Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network access: Sharing and security model for local accounts Classic - local use Classic - local user Classic - local use: Critical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
MSS: (NoNameReleaseOnDemand) Allow the computer to ignore NetBIOS name release rec Not Defined  NotDefined  NotDefined  Optional  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
'Domain member: Require strong (Windows 2000 or later) session key Disabled Enabled Enabled Critical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
MSS: (KeepAliveTime) How often keep-alive packets are sent in millseconds NotDefined  NotDefined  NotDefined  Optional Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network Security: Restrict NTLM: Audit Incoming NTLM Traffic Notdefined  NotDefined  NotDefined  Criial  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
MSS: (NoDefaultExempt) Configure IPSec exemptions for various types of network traffic. ~ NotDefined  NotDefined  NotDefined  Optional Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options.
Interactive logon: Number of previous logons to cache (in case domain controler s not avai 10 logons 0logon(s) 0logon(s) Critical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Interactive logon: Require Domain Controller authentication to unlock workstation Disabled Enabled Enabled Critical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network security: LAN Manager authentication level Send NTLMv2 res| Send NTLM2 res; Send NTLMv2 res, Critical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Network Security: Restrict NTLM: Add remote server exceptions for NTLM authentication ~ Notdefined ~ NotDefined ~ NotDefined  Critical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options.
Network access: Named Pipes that can be accessed anonymously NotDefined  NotDefined  Important Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
MSS: (PerformRouterDiscovery) Allow IRDP to detect and configure Default Gateway addres Enable only if DH( Not Defined  Not Defined  Optional  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options.
Set client connection encryption level Notconfigured  Not Configured ot Configured  Critical  Computer Configuration\Administrative Templates\Windows Components\Remote Desktop Services\Remote Desktop Session Host\Securi

MSS: (Hidden) Hide Computer From the Browse Lst(not recommended except for highly se Not Defined  NotDefined ot Defined  Optional ~ Computer Configuration\Windows Settings\Security Settings\Local Polcies\Security Options.

A Session Configuration 9 Setting(s)

Microsoft network server: Disconnect cients when logon hours expire Enabled Enabled Enabled Critical - Computer Configuration\Windows Settings\Securty Setings\Local Policies\Security Options
MSS: (ScreenSaverGracePeriod) The time in seconds before the screen saver grace period e 5 seconds 0 0 Important Computer Configuration\Windows Settings\Securty Setings\Local Policies\Security Options
Interactive logon: Smart card removal behavior No Action Lock Workstation Lock Workstation Important Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Microsoft network server: Amont ofidle time required before suspending session iSminutes  1Sminutely)  1Sminutely)  Crifical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options.
Network security: Force logoff when logon hours expire: Disabled NotDefined  NotDefined  Important Computer Configuration\Windows Settings\Security Settings\Local Policies\Securty Options
Interactive logon: Message text for users attempting to log on Notdefined  NotDefined  NotDefined  Critcal  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Interactive logon: Message title for users attempting to log on Notdefined  NotDefined  NotDefined  Critcal  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options
Interactive logon: Display user information when the session islocked Notdefined  NotDefined  NotDefined  Critcal  Computer Configuration\Windows Settings\Securty Settings\Local Policies\Security Options

Interactive logon: Do not display last user name Disabled Enabled Enabled Critical  Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options.
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~ System Defaults 6 Setting(s)
System objects: Strengthen default permissions of internal system objects (eg. Symbolic Lin
Accounts: Rename administrator account
Accounts: Adrministrator account status
Accounts: Guest account status
Accounts: Rename guest account
Network access: Sharing and security model for local accounts

~ System Integrity 14 Setting(s)
User Account Control: Detect application instalations and prompt for elevation
User Account Control: Only elevate UlAccess applications that are instaled in secure locatior
System objects: Strengthen default permissions of internal system objects (eg. Symbolic Lin
Always install ith elevated privieges
User Account Control: Allow UlAccess applications to prompt for elevation without using thi
User Account Control: Virtuaize file and registry write failures to per-user locations.
User Account Control: Only elevate executables that are signed and valdated
Interactive logon: Do not require CTRL+ ALT=DEL
User Account Control: Behavior o the elevation prompt for standard users
MSS: (AutoReboot) Allow Windows to automaticaly restart oter »system crash (recommen:
User Account Control: Admin Approval Mode for the Buitt-in Administrator account
User Account Control: Run all administrators in Admin Approval Mode

User Account Control: Switch to the secure desktop when prompting for elevation

Enabled
Administrator
Enabled
Disabled
Guest

Classic - local user

Enabled
Enabled

Enabled

Not Configured
Disabled

Enabled

Disabled
Disabled
Promptfor creder
Enabled

Disabled

Enabled

Enabled

Enabled
Not Defined
Not Defined
Disabled

Not Defined

Classic - local user

Enabled
Enabled

Enabled

Disabled
Disabled

Enabled

Disabled
Disabled
Promptfor creder
Not Defined
Enabled

Enabled

Enabled

Enabled
Not Defined
Not Defined
Disabled

Not Defined

Classic - local user

Enabled
Enabled

Enabled

Disabled
Disabled

Enabled

Disabled
Disabled
Promptfor creder
Not Defined
Enabled

Enabled

Enabled

Critical
Critical
Critical
Critical
Important
Critical

Critical
Critical
Critical
Optional
Critical
Critical
Critical
Critical
Critical
Optional
Critical
Critical
Critical

User Account Control: Behavior of the elevation prompt for administrators in Admin Approv Prompt for conser Prompt for conser Prompt for conser Critical

Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Poliies\Security Options

Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Adrministrative Templates\Windows Components\Windows Instaler
Computer Configuration\Windows Settings\Security Settings\Local Poliies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Poliies\Security Options
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v Advanced View

Name
~ Authentication Types 21 Setting(s)
Network Security: Allow PKU2U authentication requests to this computer to use oniine dentities
Interactive logon: Require smart card
Network security: Minimum session security for NTLM SSP based (including secure RPC) clients
Network Security: Restrict NTLM: Audit NTLM authentication in this domain
Network access: Let Everyone permissions apply to anonymous users
Network security: Do not store LAN Manager hash value on next password change
Network security: Allow Local System to use computer identity for NTLM
Interactive logon: Smart card removal behavior
Network security: Minimum session security for NTLM SSP based (including secure RPC) servers
Network security: Allow LocalSystem NULL session fallback
Network Security: Restrict NTLM: Add server exceptions in this domain
Network Security: Restrict NTLM: NTLM authentication in this domain
Microsoft network client: Send unencrypted password to third-party SMB servers
Network Security: Restrict NTLM: Incoming NTLM trafic
Microso network server Server SPN target name validation level
Netuwork Security: Restrct NTLM: Outgoing NTLM trafic to remote servers
Network Security: Restrict NTLM: Audit Incoming NTLM Trafic
Iteractive logon: Number of previous logons to cache (in case domain controler i not avaiable)
Iteractive logon: Require Domain Controller authentication to unlock workstation
Network security: AN Manager authentication level
Network Security: Restrict NTLM: Add remote server exceptions for NTLM authentication
~ Encryption Configuration 15 Setting(s)
Network security: Minimum session security for NTLM SSP based (including secure RPC) lints
Microsoft network server: Digitalysign communications (abways)
Network Security: Configure encryption types allowed for Kerberos
Network security: Minimum session security for NTLM SSP based (including secure RPC) servers
Domain member: Digitally sign secure channel data (when possible)
Microsoft network cient: Digitaly sign communications (ahiays)
System cryptography: Force strong key protection for user keys stored on the computer
Domain member: Digitlly encrypt orsign secure channel data (abways)
Microsoft network server: Digitalysign communications (f clent agrees)
Domain member: Digitally encrypt secure channel data (when possible)
Microsoft network client: Send unencrypted password to third-party SMB servers
Microsoft network lient: Digitally sign communications f server agrees)
System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing
Domain member: Require strong (Windows 2000 o later) session key

Default

Not defined
Disabled

No minimum
Not defined
Disabled
Enabled

Not defined
No Action
No minimum
Not Defined
Not defined
Not defined
Disabled
Not defined
off

Not defined
Not defined
10logans
Disabled

Microsoft

Not Defined
Not Defined
Require NTLMV2 £
Not Defined
Disabled

Enabled

Not Defined

Lock Workstation
Require NTLMV2 £
Not Defined

Not Defined

Not Defined
Disabled

Not Defined

Not Defined

Not Defined

Not Defined
0logon(s)
Enabled

Customized

Not Defined
Not Defined
Require NTLMV2 £
Not Defined
Disabled

Enabled

Not Defined

Lock Workstation
Require NTLMV2 £
Not Defined

Not Defined

Not Defined
Disabled

Not Defined

Not Defined

Not Defined

Not Defined
0logon(s)
Enabled

Severity

Important
Important
Critical
Critical
Critical
Critical
Important
Important
Critical
Important
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

Send NTLMY2 res; Send NTLMy2 res| Send NTLMv2 res| Critical

Notdefined

No minimum
Disabled
Not defined
No minimum
Enabled
Disabled
Disabled
Enabled
Disabled
Enabled
Disabled
Enabled
Disabled
Disabled

Not Defined

Not Defined

Critical

Require NTLMv2 ¢ Require NTLMv2 < Critical

Enabled
Not Defined

Enabled
Not Defined

Critical
Important

Require NTLMv2 ¢ Require NTLMv2 < Critical

Enabled
Enabled
Not Defined
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Ensbled

Enabled
Enabled
Not Defined
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Ensbled

Critical
Critical
Important
Critical
Critical
Critical
Critical
Critical
Important
Critical

Path

Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Poficies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Poficies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Poliies\Security Options

Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Poficies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Poficies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
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v Advanced View

234 unique setting(s)

Name
Set it connection encryption level
~ Event Logging 56 Setting(s)
Audit Polcy: Account Management: Distrbution Group Management
Audit Polcy: Account Management: Other Account Management Events
Audit Polcy: Account Management: Application Group Management
Audit Polcy:System: Security State Change
Audit Polcy: Account Logon: Kerberos Authentication Service
Audit Polcy: Logon-Logof: IPsec Extendied Mode
Aucit Polcy: Object Access: Registry
Audit: Audit the use of Backup and Restore privlege
Audit Polcy: Object Access: il System
Audit Policy:Policy Change: Authenication Policy Change
Audit Polcy: Logon-Logff: Other Logon/Logoff Events
Audit: Audit the access of global system objects
Audit Policy: Policy Change: Other Policy Change Events
Aucit Polcy: DS Access: Detailed Directory Service Replication
Audit Policy: Detailed Tracking: Process Creation
Aucit Polcy:System: System Integrity
Audit Polcy: Logon-Logoft: IPsec Main Mode:
Audit Polcy: Logon-Logoff: Logon
Audit Policy: Object Access: Handle Maripulation
Audit Polcy: Detailed Tracking: RPC Events
Audit Policy:Policy Change: Authorization Policy Change
Audit Policy: Object Access: Other Object Access Events
Audit Polcy: Logon-Logoff: Account Lockout
Audit Polcy: Object Access: Certfication Senvices
Audit Polcy: Logon-Logoff: Network Policy Server
Audit Policy: Detailed Tracking: DPAPI Activity
Audit Polcy: Logon-Logoff: Special Logon
Audit Polcy: Object Access: Kemel Object

Audit: Force audit policy subcategory settings (Windows Vista or later) to override audit poli

Audit Polcy: Object Access: SAM
Audit Polcy: Account Management: User Account Management
Audit Policy:System: Security System Extension

Audit Polcy: Account Logon: Kerberos Senvice Ticket Operations
Audit Polcy: Object Access: Filteing Platform Packet Drop.
Audit Polcy:Privlege Use: Other Privlege Use Events

Default

Not configured

Noauditing
Noauditing
Noauditing
Success
Noauditing
Noauditing
Noauditing
Disabled
Noauditing
Success
Noauditing
Disabled
Noauditing
Noauditing
Noauditing
Success and Failur
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Not defined
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Success
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Success and Failur
No Auditing
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No Auditing
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No Auditing
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No Auditing
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No Auditing
Success

Success and Failur
No Auditing
Success and Failur
No Auditing

No Auditing

No Auditing

No Auditing

No Auditing

No Auditing

No Auditing

No Auditing
Success

No Auditing
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No Auditing
Success and Failur
Success and Failur
No Auditing

No Auditing

No Auditing

Customized

Not Configured

No Auditing
Success and Failur
No Auditing
Success and Failur
No Auditing

No Auditing

No Auditing

Not Defined

No Auditing
Success

No Auditing

Not Defined

No Auditing

No Auditing
Success

Success and Failur
No Auditing
Success and Failur
No Auditing

No Auditing

No Auditing

No Auditing

No Auditing

No Auditing

No Auditing

No Auditing
Success

No Auditing
Enabled

No Auditing
Success and Failur
Success and Failur
No Auditing

No Auditing

No Auditing

Critical

Critical
Critical
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Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

Path

Computer Configuration\Administrative Templates\Windows Components\Remote Desktop Services\Remote Desktop Session Host\Securi

Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Confguration\Audit Polcies\Account Management
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Confguration\Audit Polcies\Account Management
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Confguration\Audit Polcies\Account Management
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Poficy Confguration\Audit Polcies\System

Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Account Logon
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Logony/Logoff
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Policies\Object Access
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options

Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Object Access
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Policies\Polcy Change
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Logony/Logoff
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options

Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Policies\Polcy Change
Computer Configuration\Windows Settings\Securit Settings\Advanced Audit Plicy Configuration\AuditPolicies\DS Access

Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Detailed Tracking
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Poficy Confguration\Audit Polcies\System

Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Logony/Logoff
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Logony/Logoff
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Policies\Object Access
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Detailed Tracking
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Polcy Change
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Object Access
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Logony/Logoff
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Policies\Object Access
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Logony/Logoff
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Detailed Tracking
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Logony/Logoff
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Object Access
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options

Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Object Access
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Account Management
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Poficy Confguration\Audit Polcies\System

Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Account Logon
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Object Access
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Poficy Configuration\Audit Polcies\Privege Use
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Name.

Audit Polcy: DS Access: Directory Senvice Replication
Audit Polcy: Policy Change: Fittring Pltform Policy Change
Audit Policy:Policy Change: Audit Policy Change
Audit Polcy: DS Access: Directory Senvice Changes
Audit Policy: Object Access: ile Share
Audit Polcy: Object Access: Detailed File Share
Audit Polcy: Account Management: Computer Account Management
Audit Polcy: Logon-Logoff: Logoff
Audit Polcy: Account Management: Security Group Management
Audit Polcy:Systems Other System Events
Audit Policy: Detailed Tracking: Process Termination
Audit Polcy: Account Logos: Other Account Logon Events
Audit Policy: Privlege Use: Non Sensitve Privlege Use
Audit Polcy: Logon-Logof: IPsec Quick Mode
Aucit Policy:System: Psec Drver
Audit Polcy: Object Access: Filtering Platform Connection
Audit Polcy: Account Logon: Credentil Valdation
Audit Polcy: Policy Change: MPSSVC Rule-Level Poicy Change
Audit Polcy: DS Access: Directory Service Access
~ Identity Management 5 Setting(s)
Network access: Let Everyone permissions apply to anonymous users
Accounts: Rename adminisrator account
Accounts: Administrator account status
Accounts: Guest account status
Accounts: Rename guest account
~ KeyManagement 2 Setting(s)
System cryptography: Force strong key protection for user keys stored on the computer
Domain member: Require strong (Windows 2000 or later) session key
~ Least Functionality 29 Setting(s)
Devices: Allowed to format and eject removable mecia
Network access: Restrict anonymous access to Named Pipes and Shares
Network access: Allow anonymous SID/Name translation
Network access: Do not allow anonymous enumeration of SAM accounts
Shutdown: Clear virtual memory pagefile
MSS: (SafeDlISearchMode) Enable Safe DLL search mode (recommended)
Devices: Restrict floppy access to locally logged-on user only.

Default
Nosuding  No Auditing
Nosuding  No Auditing
Success Success and Failur
Nosuding  No Auditing
Nosuding  No Auditing
NoAuditing  No Auditing
Nosuding  Success

Success Success

Success Success and Failur
Success and Failu No Auditing
Nosuding  No Auditing
Nosuding  No Auditing
Nosuding  No Auditing
Nosuding  No Auditing
Nosuding  Success and Failur
Nosuding  No Auditing
Nosuding  Success and Failur
Nosuding  No Auditing
Nosuding  No Auditing
Disabled Disabled
Administrator  Not Defined
Enabled Not Defined
Disabled Disabled

Guest Not Defined
Disabled Not Defined
Disabled Enabled

Administrators  Administrators an

NotDefined  Enabled
Disabled Disabled
Enabled Enabled
Disabled Disabled

NotDefined  Enabled
Disabled Not Defined

No Auditing
Success and Failur
No Auditing

No Auditing

No Auditing
Success

Success

Success and Failur
No Auditing

No Auditing

No Auditing

No Auditing

No Auditing
Success and Failur
No Auditing
Success and Failur
No Auditing

No Auditing

Disabled
Not Defined
Not Defined
Disabled

Not Defined

Not Defined
Enabled

Adminstrators an
Enabled

Disabled

Enabled

Disabled

Enabled

Not Defined

Critical

Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

Critical
Critical
Critical
Critical
Important

Important
Critical

Important
Important
Critical
Critical
Critical
Important
Optional

Computer Configuration\Windows Settings\Securit Settings\Advanced Audit Plicy Configuration\Audit Policies\DS Access
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Policies\Polcy Change
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Polcy Change
Computer Configuration\Windows Settings\Securit Settings\Advanced Audit Plicy Configuration\AuditPolicies\DS Access

Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Object Access
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Object Access
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Account Management
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Logony/Logoff
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Confguration\Audit Polcies\Account Management
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Poficy Confguration\Audit Polcies\System

Computer Configuration\Windows Settings\Securit Settings\Advanced Audit Policy Configuration\Audit Polcies\Detailed Tracking
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Account Logon
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Privege Use
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Logony/Logoff
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Poficy Confguration\Audit Polcies\System

Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Policies\Object Access
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Polcies\Account Logon
Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Policies\Polcy Change
Computer Configuration\Windows Settings\Securit Settings\Advanced Audit Plicy Configuration\Audit Policies\DS Access

Computer Configuration\Windows Settings\Security Settings\Local Poliies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Poliies\Security Options

Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options.
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options.

Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
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Name. Default
Always instal with elevated privileges Not Configured
MSS: (AutaShareServer) Enable Administrative Shares (recommended except for highly secu Enabled

'DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL) synt Not defined
Network access: Do not allow anonymous enumeration of SAM accounts and shares Disabled

“Tum off Autoplay Not Configured
Recovery console: Allow automatic agministrative logon Disabled
Network access: Remotely accessible registry paths and sub-paths System\CurrentCe
System objects: Require case insensitviy for non-Windows subsystems Enabled

Recovery console: Allow floppy copy and access to al drives and al folders Disabled

Devices: Restrict CD-ROM access to locally logged-on user only. Disabled
Interactive logon: Do not require CTRL+ALT+DEL Disabled
Network access: Shares that can be accessed anonymously None

Devices: Allow undock without having to log on Enabled

System settings: Use Certiicate Rules on Windows Executables for Software Restriction Polic Disabled
Network access: Remotely accessible registy paths
MSS: (AutoReboot) Allow Windows to automaticalyrestart ater »system crash (recommen: Enabled
Network access: Sharing and security model for local accounts
'DCOM: Machine Access Restrictions in Securty Descriptor Definition Language (SDDL) syntz Not defined
Network access: Named Pipes that can be accessed anonymously

MSS: (AutoAdminLogon) Enable Automatic Logon (not recommended) Not Defined
Shutdown: Allow system to be shut down without having to log on Disabled
System settings: Optional subsystems Posix

A Least Privilege 47 Setting(s)
Restore files and directories.

Replace 2 processlevel token

System\ CurrentCe

Classic - local user

Microsoft
Disabled

Not Defined

Not Defined
Enabled

Enabled

Disabled
System\CurrentCe
Enabled

Disabled

Not Defined
Disabled

Disabled
Enabled
System\CurrentCe
Not Defined
Classc - ocal user
Not Defined

Not Defined
Disabled
Disabled

Not Defined

Administrators, Bz Not Defined
LOCAL SERVICE, M Not Defined

Customized
Disabled

Not Defined

Not Defined
Enabled

Enabled

Disabled
System\CurrentCe
Enabled

Disabled

Not Defined
Disabled

Disabled
Enabled
System\CurrentCe
Not Defined
Classc - ocal user
Not Defined

Not Defined
Disabled
Disabled

Not Defined

Not Defined
Not Defined

Severity
Optional
Optional
Optional
Critical
Critical
Critical
Important
Important
Important
Optional
Critical
Important
Optional
Important
Important
Optional
Critical
Optional
Important
Optional
Important
Optional

Important
Important

Administrators, Lc Administrators, Le Important

Increase a process working set Users
Debug programs Administrators Administrators
Profile single process Administrators  Not Defined
Create permanent shared objects NoOne Not Defined
Network access: Let Everyone permissions apply to anonymous users Disabled Disabled
Denylog on locally Guests Guests

Profile system performance Admiristrators NT Not Defined
Increase scheduling priority Administrators Administrators
Enable computer and user accounts to be trusted for delegation NoOne NoOne
Manage auditing and security log Administrators Administrators
Access Credential Manager as 2 trusted caler NoOne NoOne

Shut down the system

Administrators, Bz Administrators

Administrators
Not Defined
Not Defined
Disabled
Guests

Not Defined
Administrators
NoOne
Administrators
NoOne
Administrators

Critical
Important
Important
Critical
Critical
Important
Important
Critical
Critical
Important
Important

Path
Computer Configuration\Administrative Templates\Windows Components\Windows Instaler
Computer Configuration\Windows Settings\Security Settings\Local Poliies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Administrative Templates\Windows Components\AutoPlay Policies
Computer Configuration\Windows Settings\Security Settings\Local Poliies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Poficies\Security Options

Computer Configuration\Windows Settings\Security Settings\Local Policies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options

Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Policies\User Rights Assignment
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Name

Load and unlozd device drivers
Log on 252 senvce
Lock pages in memory
Allowlog on locally
Change the system time
Generate security audits
Adjust memory quotas for a process
Perform volume maintenance tasks
Deny log on through Remote Desktop Services
Deny access to this computer from the network
Devices: Prevent usersfrom instlling printer drivers
Remove computer from docking sation
Denylog on s a senvce
Synchronize directory senvice data
Create a token object
Force shutdown from a remote system
Log on a5 2 batch job
Domain controller: Allow server operators to schedule tasks
Back up fles and directories
Create symboiic links
Allowlog on through Remote Desktop Servces
Deny log on as a batch job
Take ownership offes or other objects
Impersonate a client after authentication
Modify an object label
Create global objects
Access this computer from the network
Create a pagefle
Modify firmware environment values
Bypass traverse checking
Act 25 part of the operating system
Add workstations to domain
Change the time zone
~ Log Access Limitation 1 Setting(s)
Manage auditing and security log

Default Microsoft Customized  Severity
Administrators  NotDefined  NotDefined  Important
Noone NotDefined  NotDefined  Critcal
Noone NoOne NoOne Important
Administrators, Us Administrators  Administrators  Critcal
LOCALSERVICE £ NotDefined  NotDefined  Important

Local Service, Net. Local Service, Net. Local Service, Net Critcal
LOCAL SERVICE, N Administrators, Lc Administrators, Le Important
Administrators  NotDefined  NotDefined  Critcal

NoOne NotDefined  NotDefined  Optional
quests Guests Guests Critical
Enabled Enabled Enabled Important
Administrators Administrators  Administrators  Optonal
Noone NotDefned  NotDefined  Critcal
NotDefined  NotDefined  NotDefined  Important
NoOne NotDefined  NotDefined  Important
Administrators Administrators  Administrators  Critical
Administrators Be NotDefined  NotDefined  Important
Notdefined  NotDefined  NotDefined  Critical
Administrators Be NotDefined  NotDefined  Important
Administrators NotDefined  NotDefined  Important
Administrators, Re Administrators  Administators  Important
NoOne Guests Guests Critical

Administrators  Administrators  Administrators  Important
Admi

strators, SE Administrators, SE Administrators, SE Important
None NotDefined  NotDefined  Important
Administrators, SE Administrators, SE Administrators, SE Important
Everyone, Admiri: Administrators, A Adminisrators, A Critical
Administrators Administrators  Administrators  Criicl

Administrators  NotDefined  NotDefined  Important
Everyone, Admini: Administrators, At Administrators, At Critcal
Noone NoOne NoOne Critcal
Not defined (Aut Not Defined  NotDefined ~ Criicl
LOCALSERVICE # NotDefined  NotDefined  Important

Administrators  Administrators  Administrators  Critical

Path

Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options

Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options

Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment
Computer Configuration\Windows Settings\Security Settings\Local Poficies\User Rights Assignment

Computer Configuration\Windows Settings\Security Settings\Local Policies\User Rights Assignment
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Name Default
~ Logging Configuration 8 Setting(s)
Maximum Log Size (KE) 15168 K8,
Retain old events Disabled

MSS: (Warningleve) Percentage thresholg for the security event log at which the system wi Not Defined

Retain old events Disabled
Maximum Log Sze (KE) 102400 K8
Maximum Log Sze (KE) 15168 K8
Audit:Shut down system immeditely if unable to log security audits Disabled
Retain old events Disabled

~ Network Protection 31 Setting(s)

Windows Firewalk: rivate: Inbound connections Block
Windows Firewalk: Domain: Allow unicast response. Ves

MSS: (DisablelPSourceRouting) P source routing protection level (protects against packets; Not Defined

Windows Firewal: Private: Outbound connections Allow
Windows Firewall: Private: Allow unicast response. Yes
Windows Firewall: Public: Outbound connections Allow

MSS: (DisablelPSourceRouting IPv6) IP source routing protection levl (protects against pacl Not Defined
Windows Firewall: Public:Inbound connections. Block

MSS: (TepMaxDataRetransmissions) How many times unacknowledged data s retransmitted 5

MSS: (EnablelCMPRedirect) Allow ICMP redirects to override OSPF generated routes Enabled
Windows Firewall: Domain: Display 2 nofification Yes
Windows Firewall: Domain: Firewall state on
Windows Firewall: Public: Apply local firewall rles. Yes
Windows Firewall: Domain: Outbound connections Allow
Windows Firewall: Domain: Apply local irewal rues: Yes

MSS: (TepMaxDataRetransmissions IPv6) How many times unacknowledged data i retrans 5

Windows Firewalt: Private: Display a notification Ves
Windows Firewalk: Private: Apply local connection securiy rules Ves
Windows Firewalk: Public Firewsll state on
Windows Firewalk: Public: Display a notfication Ves

MSS: (NoNameReleaseOnDemand) Allow the computer to ignore NetBIOS name release rec Not Defined

MSS: (KeepAliveTime) How often keep-alive packets are sent in millseconds Not Defined
MSS: (NoDefaultExempt) Configure IPSec exemptions for various types of network traffic.  Not Defined
Windows Firewall: Private: Apply local firewall ules Yes
Windows Firewall: Domain: Inbound connections Block
Windows Firewall: Public: Allow unicast response: Yes

Microsoft
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Disabled
0%
Disabled
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Enabled
No

Highest protectior
Allow (default)
No

Allow (default)
Highest protectior
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Not Defined

Not Defined

Ves (default)

On (recommende:
Ves (default)
Allow (default)
Ves (default)

Not Defined

Ves (default)

Ves (default)

On (recommende:
Yes

Not Defined

Not Defined

Not Defined

Ves (default)
Enabled

No

MSS: (PerformRouterDiscovery) Allow IRDP to detect and configure Default Gateway addres Enable only if DH( Not Defined

Customized

Enabled
Disabled
0%
Disabled
Enabled
Enabled
Disabled
Disabled

Enabled
No

Highest protectior
Allow (default)
No

Allow (default)
Highest protectior
Enabled

Not Defined

Not Defined

Ves (default)

On (recommende:
Ves (default)
Allow (default)
Ves (default)

Not Defined

Ves (default)

Ves (default)

On (recommende:
Yes

Not Defined

Not Defined

Not Defined

Ves (default)
Enabled

No

Not Defined

Critical
Critical
Important
Critical
Critical
Critical
Critical
Critical

Critical
Critical
Important
Critical
Critical
Critical
Important
Critical
Important
Optional
Critical
Critical
Critical
Critical
Critical
Important
Critical
Critical
Critical
Critical
Optional
Optional
Optional
Critical
Critical
Critical
Optional

Path

Computer Configuration\Administrative Templates\Windows Components\Event Log Service\Application
Computer Configuration\Adrministrative Templates\Windows Components\Event Log Sevice\Application
Computer Configuration\Windows Settings\Security Settings\Local Pofiies\Security Options

Computer Configuration\Administrative Templates\Windows Component\Event Log Service\System
Computer Configuration\Adrministrative Templates\Windows Components\Event Log Service\Security
Computer Configuration\Administrative Templates\Windows Component\Event Log Service\System
Computer Configuration\Windows Settings\Security Settings\Local Pofiies\Security Options

Computer Configuration\Administrative Templates\Windows Components\Event Log Service\Security

Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced e
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Windows Firewall with Advanced Security\Windows Firewall with Advanced Se|
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options





